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Kho a thén c6 nghta l1a khéng mic gi hit.

NhO ng khi n6i ch ‘kh0a than diln t0,” chung ta khdng cé y ndi chuyl n khi'a than mO thult hay
gi gi hO't, ma chd muln n6i vl mit khai ni0m r0t mOi: khdng mang mOt thilt b0 dion t0 di d0ng
nao vao cac qullc gia dl'y nhng gian dilp diln t0.

Bao New York Times hom 10-2-2012 c6 bai vilt vl 10i khuyén t0 cac nha ngoli giao va chuyén
gia nghién clu Hoa KO khi vao lanh th0 Trung Qui c: phOi ¢l nh giac y hi't nh0 dang b0Uc di
trong mit phim gian dil p.

Kenneth G. Lieberthal, m0t chuyén gia v TQ t0i vil n nghién cl u Brookings Institution, khi vao
TQ la phiilam nhi ng d0ng tac cl nh giac y hi't nh0 phim di0 p vién 007.

Ong phii di diln tho 0 di d0 ng va may dil n toan x&ch tay 0 nha, va thay vao dé 1a phil thué
cac thilt b0 nay, ma 6ng phli x6a cac thong tin trl 0 ¢ khi ri Hoa KO, va I0i x6a sl ch ngay khi v
I0i MD. TOi TQ, 6ng phOit0t cac thilt bl Bluetooth va Wi-Fi, khéng bao gil di di0n tholOi rli khOi
mOt, va trong khi hi p, 6ng khdng chi t0t dil n tholi, nhO ng cting g0 ¢ clc pin ra vi sO rdng may
vi am trén diln tholi c6 thO bl blt1én t0 xa.

Ong néi ming Internet chl qua mit bing tin dd mit ma hoéa, ¢ bl o vi mOt khiu, va dng copy
va dan mit khOu t0 mOtthd nh USB. Ong khéng bao gil trl ¢ til p danh may mit mit khO u nao,
bli vi, 6ng nédi, ‘Ngili TQ r0t gilli gai nhu li0u nghe til ng gd ban phim (key-logging) trén may
tinh xach tay cla bin.’
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Quy trinh vila néi bay gil la tiéu chulln dUi vOi cac vién chic tdi cac cl quan chinh phl Hoa K,
cac viln nghién clu va cac cong ty cé lién hi lam an tdi TQ va Nga — thi di, nh0 cac vién chliic
cla céng ty Google, cla BO Ngoli Giao Hoa KO va cla cdng ty chuyén v an ninh mi ng
McAfee.

Gian dilp didn t0 0 cac n0c vla noi, theo Ii cac chuyén vién an ninh ming, la de dla cé thic
va dang tang thém -- hol ¢ la h0 tim théng tin mOt ¢ a cac chinh phd nd0c ngoai, hol ¢ bi mit
th00ng mOi va ki nghO cla céac congty quictl.

Joel F. Brenner, clu vién chic phln gian trong van phong clla Giam Bl c Tinh Bao Qul ¢ Gia,
noéi, ‘NOu mOt céng ty cé tai sl n tri tul quan tring ma ngl0i TQ va Nga muln tim, va khi bl n
vao do vii cac thilt b0 diln t0, cac thilt b0 cla bln sO bl dit nhlp.’

TrOm bi mOt kD nghO trd0c gil la chuyln cOa ngO0i tay trong, hol ¢ la gai nli tuyd n vao cac
cong ty, hol ¢ la nhan vién cac cong ty d6 b0t man mii I0 bi m0tra. NhOng bay gil Internet da
cho cactintlcI0ivao dit nhip, hollc vao ming I00i holc vao dill n tholi tinh khén, d0 tr0m bi
mOt ma khong do I0i dJu chan nao.

NhO ng mOc tiéu b0 dit nhip thO0ng cting do dU néi t0i, va do vy thi ng ké thO't kh6. Céac
chuyén gia an ninh m0 ng no6i, hdu hi't cac céng ty n0n nhan dllu khéng muln tilt 10 la ho b0 dot
nhOp vi s gia cO phidu céng ty thilt hii, va cting vi r0t nhilu ngd0i bl d0t nhip vao trdm théng
tin mOng ma hi hil m khi bidt rd.

NhD tr00ng hOp 0 Phong ThOOng MOiHoa KO nam 2010. CO quan nay khéng bilt ring hi 1a
nOn nh&n mdt vO trf0m qua ming kéo dai nhil u thang, cho t0i khi FBI n6i vOi h0 rdng cac may
chl t0 TQ dang trlm théng tin t 4 trong cac chuyén gia vl chinh sach Chau A cla hil, nhiing
ng00i nay di TQ thIOng xuyén.

Vao luc Phong ThilIng MOi cing ¢l I0i rao dilin t0, thi bl n tin t0c da chém it nhit 6 tulln I0 gOi
email qua I0i gila cac hi vién cla Phong Thi0ng MO, trong do toan la cac cong ty I0n clla MO.

ThOi gian sau, Phong nay I0i kham pha ra la cai may in trong van phong cla hi va cai may didu
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chinh nhilt d0 trong mOt trong cac can chung cO cla céng ty viln con dang truyln tin v mit
di0 chd Internet t0i TQ.

Phong ThiOng MOi Hoa KO khéng chiu tilt 10 cach nao tintdc dit nhIp di0c hU thing cla cl
quan nay, nhiing b00c diu tién sau trin t0n céng la ngan cO m céc vién chil ¢ khéng dil 0 ¢ mang
theo thilt bl diln t0 vao mit sl qulc gia, dic biltla vao Trung Qulc.

Jacob Olcott, mit chuyén gia an ninh mi ng t0i Good Harbor Consulting, néi nh th0 cé th0 suy
doan rlng chinh thilt b0 diln t0 mang theo vao TQ da bl dit nhip, “Ai ciing bilt ring ndu bln
dang lam an 0 TQ, trong thD kO 21, thi d0 ng mang theo thi gi vao. D6 la bai hIc dlu tién vl
th00ng mOi, it nhOt phO0 1a nhO tho.”

Cactoadiisl, cl TQIDn Nga, t0i Washington t0 chli binh lul n.

NhO ng sau khi Google t0l cao tintlc TQ da dit nhi p ho thd ng hang nay hii nam 2010, cac vién
chic TQ miidla ratuyén bl, “TQ cam kit blo vO cac quydn chinh dang va Idi ich cla cac
cbng ty ngolli qulic trén dit n00c chung t6i.”

Dan Bilu lién bang Mike Rogers clla Michigan (COng Hoa) hilnla Chi TOch Oy Ban Tinh Bao
HO Vil n, ndi r0 ng cac thanh vién co6 thl chl mang cac thilt b0 ‘sich’ vao TQ va bl cIm nli vao
mOng 001 chinh phO trong khi con 0 ngoai nO0c.

V0O tr00ng hip b0 n than 6ng, éng ndi la 6ng du hanh kil u ‘cli trudng diln t0°.

McAfee, cong ty an ninh m0 ng, ndi ring nOu cé thilt b0 nao cla nhén vién bl khi o sat t0i bién
gili TQ, thiDt b0 nay s khong bao gil c¢6 thl dilc giin vao ming I00i c0a McAfee I0n nda.
Khéng bao gil nla. Simon, pho6 chi t0 ch cdng ty McAfee, néi, “Chang t6i khéng muln c6 rli ro
nao hot.”

TOi AirPatrol, mOt céng ty b0 n doanh 0 Columbia, til u bang Maryland, chuyén mén vO h0 thO ng
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an ninh vé tuyll n, cac nhan vién chd mang theo d0 min vao TQ va Nga, khéng bao gill blt Ién
hi thO ng v6 tuyl n Bluetooth va ludn ludn t0t may vi am va camera.

“Chang t6i luén luén lam vid c vOi gil thit ring chung t6i t0t yOu sO b0 dit nhOp didn t0,” theo [0
Tom Kkellerman, tri0ng ban kO thult céng ty va la thanh vién trong Oy ban thilt [0p b0i Trung
Tam Nghién COu Chiln LOOc CSIS dl ¢ vin TT Obama v an ninh mi ng.

Google néi la s khdng binh luln v chinh s&ch di I0i, nh0 ng cac nhan vién xin 0n danh néi
ring cdng ty cdm hi mang theo di kil n t0 nh0 vao TQ, doi hii ho chd phli mdng may diln toan
xach tay mi0n hay la céac thilt b0 clga hD si phal bl khio sat khi vl Hoa KO

Scott Aken, mOt clu thdm t0 FBI chuyén v phn gian va dit nhp mOng, noi, “Ng00i TQ xult
slc khiche gilu blOcdiclahd. Trong h'u hdtcac tring hip, cac cong ty khéng billt Ia da bl
I0 va trim dd kil n cho t0i nhi0 u nam sau, khi m0t cong ty ngoli quic dlithD dla ra cung mit
sin phim —vindl 14, sin phim cla hd r0 hin chdng ta 30%.”

Ong ndi, “Chiing ta hiln nay da mit cin bn sin xult rdi. Bay gi0 10i mOt nOn t0ng nghién cOu
va chl t0o. NOu chung ta mOt nhO thO, con chD dda nao cho chung ta nla.”

Co mit sO cau hUicln suy nght. NhD thd, c6 phUi cac quan trong BO Chinh Tr0 CSVN da bl tin
t0c TQ gai theo do6i?

Va nho thd, c¢6 ph00 I0i khuyén ‘clitrulng diln t0’ cOa cac vién chic B0 Ngoli Giao MO khi
chuyl n sang I0i khuyén cho cac quan B0 Chinh Trd CSVN thi nén dli la: ‘cli trul ng lang mOn
nh0 Bac’?
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