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... vil ¢ tn cbng bl ng malware d chilm cac may vi tinh, I0y cl p cac may vi tinh d0 khai thac
dd ki n, s d0ng cac may bl chilm dd t0n cong cac may khac, trl thanh r0t théng di ng.

An Ninh May Vi Tinh va Nhi ng Cach SO DU ng An Toan (Best Practices)

BBT No Firewall xin gl i di n cac bl n trinh bay cla ki s1 Nguyd n Ngi ¢ Bl o trong bull i h10 ng
dinvil anninhdiin 1, dlUcfl chlc trén Paltalk ngay 29/12 via qua.l KU s Nguyin Ngic Bl o
trdch nhil m Vi an ninh théng tin i mi t céng ty chuyén Vi quil ¢ phong i Phdp. Ong thil ng
xuyén ¢ vl n cho blog No Firewall.

MOt vai con sl lién quan d0n may vi tinh

May vi tinh hiln nay tr0 thanh r0t thong d0 ng trong hi'n 1/3 sO gia dinh trén khi p th0 gili va tr0
thanh ding c0 ph0 théng r0t hdu ich cho vill ¢ trao d0i thédng tin qua dil n thD (email), t0i xul ng
cac tai lil u, thu thl p théng tin v chinh trd, kinh 10, x& hdi, mua ban, lam vil ¢ vii nhau qua vil'c
truy c p vao mi ng toan clu Internet. Vil ¢ trao dili dI kil n, théng tin, con trl thanh mOt nhu cOu
quan tring hin trong mOt xa hoi d ¢ tai trong d6 mUi lud ng thong tin dic I0p dlu phOichOu mOt
s kidm duyOt g0t gao.

HiOn nay c6 khong t0 1,810 d0n 2 t0 may vi tinh trén khO p thO gili, so vOihOn 20 ngdOi x0
dlng mdng Internet. Nam 2010, sU ban may vi tinh la 350 trid u, tang 3,8% so vli 2009, con sl
ban 00c I00ng cho 2012 Ia 400 tri0 u may. NOu tinh d0 d0ng, c0 3 nam mi thay m0t may vi tinh,
thi s0 may vi tinh t0i thilu hiln nay la 1,4 {0 may. Kholng 1.000.000 may diln toan b0 mitclp
mOi nam. SO 100ng may vi tinh ca nhan bl t0n céng va trl thanh mit phOn t0 cla mOt ming
botnet Ién dln cl tram tri0u may. HIu nhi 100% cac di kil n ca nhan, si ID, mOt khi u, trd0ng
m0 ¢ ngan hang, ddu d00c chl a trong cac may vi tinh du t0i n0i lam vil ¢ hay t0i nha riéng.

Do d0, vil ¢ t0n cong bl ng malware d0 chil m c&c may vi tinh, I0y cOp cac may vi tinh d0 khai
thac di ki n, sO dng cac may b0 chilm d t0n cong cac may khac, trll thanh rlt thong di ng.
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Trong Phin 2 v An Ninh may Vi Tinh va Nhi ng Cach SO DO ng An Toan (Best Practices)

Chung ta sl cIn nhin diln ra:

NhOng r0i ro I0n nhOt khi sO d0ng may vi tinh d0 bilt cach phong chiing, kO tilp la

NhO ng cach sl dilng (behavior) an toan thong dil ng trong nhillu tinh hul ng sU ding may
khac nhau, va sau cung la

MOt sO hOOng din vO nhing biln phap an ninh didn toan kO thult cOn thilt qua nhilu tOng an
ninh t0 thOp d0n cao va bl tuc cho nhau.

NhOn di0 n nhO ng r0i ro (risks) khi sO di ng may vi tinh

ROirola mittlng hOp nhan cla cac thanh t0 (component) sau day:

Risks = Threats X Vulnerabilities X Impact X Frequency
Threats = De Dl a

Vulnerabilities = YO u Kém

Impact = HIu qul

Frequency = Nhilp B0

Thi d0 qua 4 tr10ng hO p khac nhau:

* NOu threats cao, nhi ng vulnerabilities r0t thi p, thi du impact cao va nhIp d0 x0y ra thO0ng
xuyén, Risks cling chl 0 mic trung binh

» NOu threats trung binh, vulnerabilities trung binh, nhilng impact cao va nhip d0 trung binh thi
risks ciing 0 mic d0 cao

» NO u threats cao, vulnerabilities cling cao, nhllng nlu impact rdt thd p, thi du frequency cé cao,
thi risks cling chl U trung binh

* NOu threats cao, vulnerabilities trung binh, impact trung binh, nhi ng frequency rit thd p, thi
risks cting chd mO ¢ trung binh
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Sau day la nhiing i ro chinh lién quan d0n vil ¢ sO d0 ng may vi tinh, dd a trén tiéu chul n AICP
(Availability, Integrity, Confidentiality, Proof):

MOt may, may b0 an clp

HOu qul: d0 liDu riéng t0 ca nhéan bl 10y clp, sU ding cho cac holt ding phi phap. BUi vli cac
thanh phln hoOt dil ng dan chi, hoOt ding cla chinh minh bl b0iI0 va O nh hI0ng dln an ninh
ca nhan cla nhing ngl0icung holt ding va cé lién I0c vl i minh.

May bl t0n cdng va bl gai spyware

HOu qul:dD liDu I0u trD trong may b0 spyware thu thOp va gUi ra bén ngoai, lién quan dln cac
tai lilu ca nhan riéng t0 (trd0ng mi ¢ ngan hang, mit khiu, gily t0 ca nhén bl 10y clp), cac di
kiDn v hoOt dlng lién quan dl n cac thanh phin dan ch khéc, nhing ngl0i quen bilt. Thi dd

nhO cac di kil n truy cOp vao céc triing mic, ndm trong may b0 10y trdm nhi m xam nhi p vao
cac webmail d0 IDy cac tai lil u riéng 0, truy tim ra nhOng nglCi lién I0c vOingdOi chd cla may.

May bl t0n céng, xam chidm va biln thanh mit phIn t0 cla miOt mOng ID0i botnet A0 t0n céng
t0 chiidich vd (DOS) hay gUi thO rac spam.

HOu qul: cung hOu qud nhO trén, ngoai ra dda chi IP cla may bl lilt ké vao loli may x0u va co
thD b0 ngan chin (block)

Do dé, cac cach sl dilng an toan va bil n phap an ninh dil n toan thilt tri trén may nhi'm

* d0 lam gidm thilu r0i ro dO0 kil n riéng t0 b0 10 ra bén ngoai do bl malware xam nhi p hay may
bl mOt,

* d0 tranh gay hii din chinh ngl0i sO d0ng va nhlng ngd0i quen bilt, cung hodt dl ng.
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Nhing cach thic sU ding an toan (Best Practices)

NhD trinh bay trong Phin 1 Malware ROi Ro, NhO n Di0 n va Cach Phong Chil ng, cach thic sl
di ng (behavior) an toan dong gop 10% vao phin bllo di m mOc an ninh néi chung.

Sau day la mOt s tinh hul ng di0 n hinh ma chung ta ¢l n quan tdm din sO an toan cla may vi
tinh.

TOi nhOng n0i céng clng, t0i cyber café, tli nha ga, trén xe I0 a, phi trd0ng, trén phi cl, khach
sin, t0indilam vilc.

Khéng nli vao cac nlilam vidc, holt ding vii cac dd kiln hO trlng, ndu d00ng lién I0c khdng
di0c ma hoéa (bl ng VPN Virtual Priate Network hay bl ng SSL vli giao th ¢ HPPS)

Khi cOn truy cl p vao mng Internet, cl n tranh truy cl p vao cac web site “I0” t0i cac ndi trén.

Khi ndi b0 ng Wifi, mOc d0 ma hoa phUitlithilu WPA hay t0t hin la WPA2 (128 bits) nhO'm
phong chiing I0i kO 0 gila nghe 1én (Man In The Middle)

Khéng m0 cac hi s quan tring trong may 0 n0icong clng c6 nhilu nglOi c6 thd nhin thOy
difc. COntim mdt ndi khuOt, I0ng phCitla vao t00ng, dJ tranh c6 kO nhin trl m d0 ng sau I0 ng.

Luén lubn mang may vi tinh trong hanh ly mang tay va dem Ién phi cl, khéng bao gil gOi
hanh ly c6 may vi tinh, khéng r0i xa hanh ly c6 may vi tinh, lubn mang theo nllu dii xa chd ngQi
trén phi cl, trén xe 0 a hay trong khach sl n.

Khéng bao gil cho nglli khac mi0n may vi tinh, khi khdng s ding nla nén tlt h0 n may

Nén mang theo mit th0 nh0 USB c¢6 ma hda chila cac hi sl quan tring, cac hd s nay
khéng sao chép trong may vi tinh d0 phong hi trl0ng hIp may bl quan thul t0ch thu.

Khi nhi n hay chuyln hay I0u tr0 tai lilu, d0 kil n vii th0 nh0 USB

COn khoa (block khil nang autorun td th nhD USB) trén may vi tinh

Nén dung thd nh0 cla chinh minh d0 chuyln hay nhi'n hD sO cho an toan hin. COn gili ma
trd0c t0p hay directory da di0c m& hoa dl tranh tlo s t0 mo

Khi nhOn hD sO nén quét thO nhi USB ngay, trd0 ¢ khi chép vao dia cll ng trong may vi tinh

Cac nhu lilu m& hoa mil n phi c6 thD dung : TrueCrypt (dia cl ng), FlexCrypt (www.flexcrypt.
com ) » Zed (
WWW.primx.eu
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), PGP (
http://www.pgpi.org/products/pgp/versions/freeware/winxp/8.0
), GnuPG (

http://gpg4win.org/

)

Khi dl a may di sl a hay thay may

Nén nhi mOt ng00i quen théan tin, di mua dum may, hin la t0 minh di mua, nlu khéng muln
bl nhin diln

Tr00c khi mang may di sl a, nén c ging nhl nhO ng ngl i quen bilt vl dil n toan xem dum
may. Nén chép hit cac hl sO quan trlng ra thO nh0 bén ngoai va ma hod. Secured deletion cac
hO sO quan trl ng trong may (CCleaner), d0 tranh khéng con diu vO't cac hi sU da xda

Sau khi nh0 ngd0i quen mang may slla xong v, kilm IDi t0t c0 c4c functions xem c6 gi thay
dii hay khéng. Quét (scan ngay) vli anti virus cIp nhit. TOi xuOng mOt anti virus thO nhi d0
quét xem c6 gi thay dli khD nghi hay khéng?

COn tranh cho ngl0i khac, du la quen bil't sI ding may

NO u khéng tranh dijc, néu t o ra mit account khach mUi (invite)

Yéu clu khdéng dilc t0i xulng b0t cl chilng trinh software nao. TOt nhit 14 néu activate
account control (cn danh vao mit khi u administrator nl u mul n thidt tri mOt nhu [i0u mO1i)

Khi b0t bulc phicho sU ding may cla minh, nén cé mittli chl, ding ding sau l0ng d0
xem xét

Sau khi cho sO ding xong, nén cho quét may ngay (scan anti virus, anti spyware)

Chul n b0 cho tinh hul ng may bl tich thu

COn quét tho 0 ng xuyén (scan vli Ccleaner) d xo& an toan cac hil sl khéng sl ding nfa
trong may, ngay sau khi mii khi m0, lam vil ¢ trén cac h0 sO quan trl ng.

COn sao chép cac hi sl quan trlng ra bén ngoai va Il u gil trén mOt th0 nh0 USB hay
removable disk cé ma hod, di tranh tri0ng hOp mOt h0th0 sO khi may b0 tdch thu.

Khéng gill mOt khO u trong may trJ khi ma héa hi sU nay. Ludn lubn xoa (clear) cache PGP
hay cla mdt chd0ng trinh ma hda khac, di tranh pass phrase (m0t khl u) dung cho mé& hoéa bl
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I0
CO0ng quydttl chli khéng cung clp mOt khdu mé hoa.

Khi khéng s dilng hoUc di vilng khili nha khéng lau

May nén t0tva nén I0y dia clng ra bén ngoai. COt dlu 0 nli kin ddo. NOu v ng nha lau nén
mang theo may vi tinh.

Trong trd0ng hip c6 hO s quan trdng, nén sao chép vao trong mit thO nhD USB c6 ma hoa
(PGP, TrueCrypt) va xoé an toan (secured deletion) trong may vili CCleaner.

May cln c6 khod t0 ding (lock). NOu khéng cé mit trd0c may, nén tdt di0ng lién I0c (wifi hay
rut day network RJ45 ra khili may)

NhOng Biln Phap An Ninh Diln Toan KO Thult

Poi viinhOng rdiro gay ra blli malware, miirliro ddu cOn co bil n phap phong chi ng nhillu
t0 ng (multi layer defense)

Cac mic dl an ninh cla may vi tinh a0 0 c chia thanh 4 miOc d0 t0 thOp d0n cao nhi sau :

MOc dl 1: Mdc an ninh dit 80% (70% kO thult + 10% cach s d0ng) lién hi diin 99% ngl0i s
ding Internet (00c I00ng 1.980.000.000)

MOc di 2: MOc an ninh d't 95% (85% kO thult + 10% cach s ding) lién h0 d0n 0,95% ngi0i
s ding Internet (00c 100ng kho ng 19.000.000)

MOc a0 3: Mdc an ninh dit 99%, (89% kO thult + 10% cach sl ding) lién hi din 0,049%
ngd0isO ding Internet (00 c I00ng khoOng 1.980.000)

MOc a0 4: MOc an ninh d0't 99%+ lién hD d0n 0,001% ---> 20.000
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MicdDo 1

Céc billn phap ki thult ¢l n thi0t cho mic do 1

Anti virus, cp nhOt, quét thiOng xuyén (d0 kham pha va dilt tr0, cb I0p cac malware)
Anti spyware, clp nhOt, quét thi ng xuyén
ClOp nhOt thODOng xuyén vl an ninh d0 va cac I0 hdng an ninh (patch security update).

Plc diim:

0 mOcdl 1vDO an ninh, khi &p diing trilt d0 cac biln phap phong ching, mic d0 an ninh tlng
quat dit khod ng 80%
ROiro cao nhitvin dint0 vilc b0 malware t0n cong
Danh sach cac URL cac nhu lilu anti virus, anti spyware mil n phi (nofirewall.blogspot.com)
Microsoft Security Essentials http://www.microsoft.com/security essentials/
Comodo Security suite http://www.comodo.com/home/internet-security/free-internet-secur
ity.php
AVG http:/free.avg.com/us-en/homepage
AVAST http://www.avast.com/index
Avira http://www.avira.com/en/for-home
BOn x0p hO ng cac nhu li0u anti virus, anti spyware theo mic hilu qud cla khd nang kham
pha va tiéu dilt cac malware.
http://us.generation-nt.com/review-free-antivirus-virus-antispyware-spyware-antirootkit-ro
otkit-avira-avast-review-2028861-1.html
Cac security suite mii day dlu c6 mit sO khd nang gili hi n chl ng root kit va Firewall va
t00ng dli co hilu qul kha ding dlu vii nhau. NOu c6 khl nang nén mua phién b n thdOng mOi
ra, s ¢cé di0c nhillu options hi n.

Nh0O ng di0 m cOn quan tam:

COn li0t ké ra nhi ng nhu li0u dang sO d0ng d0 activate cach clp nhit cac va (Patch). Ngoai
cac va cl a Mirosoft hay Mac, cn tli xull ng cac va cll a Adobe Reader, Flash Player, Itunes
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(Mac).

Cho hi th0 ng dilu hanh Windows va Mac, nén activate (b0t) khD nang clp nhit cac va
(patch) mOt cach t0 ding (ngay cho c cac chilng trinh 0ng ding nhi Microsoft Office, Adobe
Reader, ...)

COn 10y option cll p nhOt hang ngay va quét thi 0 ng xuyén toan bl cac dia cl ng vao ban dém,
itnh0t20n mOttulnvatiéu diitt0 dlng mOi malware khdm pha ra di0c (luc do, tit Wifi hay
rut giay network ra khili may)

COn xem xét nhu liDu c6 chiy thO0ng xuyén trén may (check icone trén task bar va process
trén bl ng CRTL+ALT+SUP)

COn tham khO o thO 0 ng xuyén kOt qul cac dit quét xem cé gi dang quan tam hay khong.

MOcdD 2

Céc biln phap an ninh clamic di 1

Anti rootkit, (nhD' m ph& vO vil c che dJu malware)
Firewall d0 ngan chin céc lién I0c khéng dl 0 c cho phép ra bén ngoai.
Ma& hdéa mOt phln (partition) dia cOng, ma hoa cac h sO 10u trd, gli di

Plc diim:

0 tOng 2 vO an ninh, khi ap ding trilt d0 cac bil n phap phong ching, mic dl an ninh t0ng
quéat di't khong 95% (tr0 rliro din t0 cac malware lo0i “0 day “, ¢cé nghta la chOa c6 0n diu)
ROi ro cao nhdt v n ddn t0 malware qua diln thD (email), t0i xudng hd s0, truy cp vao web
site b0 nhidm malware. 0 t0 ng nay, vilc ma hoa cac hi s, quan tring s giup ching I0i vil ¢ tai
liDu bl 10t ra ngoai, khi may b0 mOt hay b0 an clp hay b0 malware loli trojan.
Danh sach cac nhu li0 u anti rootkit, firewall caA nhan va ma héa mill n phi
Anti rootkit
Spybot Search and Destroy http:/www.safer-networking.org/en/index.html
Sophos anti rootkit http://www.sophos.com/fr-fr/products/free-tools/sophos-anti-rootkit.as

pX

Firewall
PC Tools Firewall Plus Free Firewall
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Privatefirewall
Zone Alarm Free Firewall 2012
Ma héa
PGP
TrueCrypt
FlexCrypt
Zed
Nén s diing 2 lo0i anti rootkit khac nhau d0 dli chilu cac kOt qul tim thOy
NOu IDu gi0 lo0i hO sO quan tring, nén ma héa 0 mic hi sO (PGP) va toan bl dia cl ng
(TrueCrypt)
B0 nh nghta rootkit : cIm t0 din t0 h0 thO ng di0u hanh UNIX nay ciing hiln hOu trong hC
th0 ng di0 u hanh Windows. Mt h0 thO ng bao g m mOt sO mOnh I0nh va function v i mOc tiéu
t0 o ra mOt context qui n trd vién (administrator) d0 che diu hoOUt d0ng cl a cac malware.

Nh0O ng di m cOn quan tam:

COn 0y option cUa Firewall : “t0t c0 nhOng lién I0c ra bén ngoai, cin phlidilc sO chip thuln
(click vao OK)”, d0' khdm pha va ngan chln nhing lién I0c bi m0t ra bén ngoai, chl diu cla
may bl nhidm malware loli trojan (c6 function key logger : thu I0i nhi ng ch danh trén ban
phim nhd mOtkhOu d0 gOi lén ra ngoai)

Nén khii d0 ng (launch) nhu li0 u anti rootkit chuyén bilt, ph0 thém vao nhu liDu anti virus, anti
spywaredacol micdl 1,itnh0t1tudn 110n. NhOtla sau khi truy ¢l p vao cac web site khdng
quen thullc. HiOn nay, 00c 100 ng khol ng vai tril u web site (trén t0ng s hOn 500 trilu) b0 nhidm
malware va trl thanh may chl (server) d0 phéan phli malware.

CUO n thO n khi phan tich kOt quO tim kil m cOa nhu li0 u anti rootkit (AVG, Sophos, ...) vi cé th0
li0t ké ra nhing lodi hO sO khéng phli la root kit. CO n xac di nh bl ng cach chuyl n 1én web site
www.virustotal.com
hay
www.threatexpert.com
dd kil m ch ng c6 dung la malware loli rootkit khéng.

COn sl ding loli nhu lilu ra soat cac process thong dil ng nhil sysinternals (http:/technet.mi
crosoft.com/fr-fr/sysinternals
) d0 kidm soat xem cé nhi ng process khil nghi (suspicious) nao dang chly trong may hay
khong (process explorer V11.02).

MicdD 3

Céc billn phap ki thult cln thi0t cho mic do 3
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Micdl 1+2

ThIm dinh rd r0t mOc d0 cac rli ro (Risks Analysis)

Quan tdm di n cac cl nh bao (security alert) d0 phong chllng

Phong chll ng malware “0 day “, khi chOa tim ra d00c d0u 0n ca malware. Stormshield
Kil'm soét registry

Plc diim:

0 tOng 3 vO an ninh, khi ap ding tri0t A0 cac bil n phap phong chilng, mic dl an ninh t0ng
quat dit khong 99% (tr0 r0i ro din t0 cac malware loli “0 day “dl c bilt, cd nghia la chla cé
diu Onva nhimvao mit s mic tiéu nhit dinh). 0 mic nay, viisl hilu bilt cac rdiro trén
mOng va v an ninh may vi tinh, xac xult b0 xam nhlp r0t thO p.

NOu may dilc si ding vao mitsO I0u trl dOU kil n quan trlng, d0c bidt, cOn ti0n hanh mOt
thOm d0 nh mOc dO r0i ro (risks analysis, method EBIOS, MEHARI, MARION, SANS (www.san
s.org )
Risk Management Guide cla NIST
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
, d0 100ng ddnh nhOng rdi ro cao nhit cdn phong chiing va mic d an ninh va cac bil n phap kI
thult cln thidt.

COn ghi danh va thu nh'n nhi ng c nh bao din t0 nhing cd quan an ninh théng tin qul c gia
(National CERT Computer Emergency Response Team, CERT-US, ANSSI (Phap), BSSI (B c),
ENISA (Lién Au)), va t0 cac phong thi nghilm vi an ninh thong tin (security labs) cla cac cong
ty I0n vO an ninh théng tin (McAfee, Sophos, Symantec, ...). Nh n nh0 ng cl nh bao nay giup
cho chung ta bilt trd0c mit sO rdi ro (risks), de di a (threats) hay yl u kém (vulnerabilities) dang
xOy ra trén ming va co6 mit si biln phap phong ching tli thilu cl n lam ngay.

Nh0O ng di m cOn quan tam:

COn 0y algorithm ma hoa symetric mit chia khdéa AES (Advanced Encryption Standard vii
di dai (key length) 128 bits thay thD DES hay 3DES), hay algorithm ma hda asymetric RSA
2048 bits 2 chia khéa dl ¢c6é mit mic dl an ninh vila phliching I0i kh nang gili ma
(decryption) trong mOt t00 ng lai nhin thO y
di 0 c.http://www.cryptovision.com/fileadmin/media/documents/Whitepaper_Produkte/Modern_C
ryptography.pdf

Khi nhi'n d00c security alert, cI n xem xét ngay cllnh bao cé lién quan tric tilp di n vil ¢ sO
dl ng may vi tinh, dil n thd, skype, nhu lilu ma hda, Adobe Reader, Microsoft Office hay khéng.
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NOu cé cn &p dilng ngay nhi ng khuy n cao.

COn t0i xul ng va thi0t tri Stormshield Personal Edition (http://spe.skyrecon.com/update/setu
p.exe ), nhu liDu mid n phi cho may vi
tinh, cé khi nang ching I0i cac you kém vulnerabilities “ 0 day , va chiing I0i cac key logger
mOt cach t0 di ng. Stormshield khéng dil't malware, nhilng cé khil nang ngan chiin (block) holt
di ng kh nghi (suspicious) clla malware (thi d0 nh nang cOp quyldn hi n thanh administrator,
mO ra cOng (port) mOi d0 lién I0c ra bén ngoai, sl a dli registry d bam vao may, ...)

SO ding Ccleaner hay mit nhu lil u khac chuyén duylt xét registry nh0 PCTools Registry
Mechanic dU xo& th00ng xuyén va ra I0i registry.

Quan tdm diin thdi hOn hOt chu kO b0 o tri cac phién b n h0 thO ng dil u hanh, cac chilng
trinh 0 ng di ng (application), d0 chuyl n sang (migration) sang phién b0 n mii hin.

MicdD 4

Céc billn phap ki thult cln thilt cho mic do 4

Micdl 1 +2+3

Xay ding khO nang dil u tra, truy tim malware (forensic)

Xay ding khi nang phén tich ma Io nh cla malware di tim ra mi c tiéu, cach thi ¢ hoOt dl ng,
ngudn giic cla ngllichd t0o ra malware (reverse engineering)

Plc diim :

0 tOng 4 vO an ninh, khi ap ding trilt d0 cac bil n phap phong ching, mic dl an ninh t0ng
quat dit khodng 99%+ (tr0 rdiro dint0 cac malware loli “O day “dl ¢ bilt, c6 nghta la chO a c6
dlu Onva nhIm vao mit sl mic tiéu nhdtdlnh). 0 mOc nay, viisO hilu bilt cac r0iro trén
mOng va vl an ninh may vi tinh, xac xult b0 xam nhip r0t thO p.

Pay la ting duy nhit c6 di clp din khl nang truy tim ngulln gic, nhng dic dilm cla
malware va nllu cIn phin céng trén mit phap ly va kU thult.

COn xay ding khi nang dil u tra va truy tim malware (forensic) cll a cac chuyén vién dil n toan
vl an ninh diln t0 qua cac khoa thilc t0p https://www.sans.org/security-training/advanced-com
puter-forensic-analysis-incident-response-98-mid , ht
tp://www.digitalintelligence.com/forensictraining.php

http://hsc-formation.fr/formations/forensic.html.fr
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Nh0O ng di m cO n quan tam:

COnquantdm dinvilcblo quintitcl nhing do liDu diic sO ding d0 dilu tra, khdng dic
thay dli (no write).

Tim ra trong khii I00ng dd kiDn c0a image memory va image disk, dia chd IP, d0uln
(signature) cla ngdi chO t0o ra malware, qua vil ¢ phan tich ma I0 nh (code analysis), tim ra
cac cach thi'c xdm nhip, t0 t0n t0i trong may, t0 che dlu, cach thic thu thip di kil n, thay dOi
do kiOn va gdivl ngdOichd malware.

Tim ki m ddu vOt xac d0 nh malware cé thullc mit botnet nhil Zeus, TLD4, Mariposa, ... http
://www.damballa.com/downloads/r_pubs/WP_Malware Samples Botnet Detection.pdf
, d0 block bl ng firewall.

LOp hD sO vOidly dd dO kiDn dd gOicho ISP, ¢ quan cung clp dich vl mng va cl quan an
ninh mOng sO t0i dl ¢é mOt sU billn phap (active) cl n thilt.

Reference:

ANSSI www.ssi.gouv.fr (Phap)

ENISA www.enisa.europa.eu (Lién Au) European Networks and Information Security Agency
SANS www.sans.org

NIST www.nist.org

CERT-US www.us-cert.gov

AUSCERT (Autralian Computer Emergency Response Team)

CERT-A www.certa.ssi.gouv.fr

Download tai lil u qua ding PDF.

12/12


http://www.damballa.com/downloads/r_pubs/WP_Malware_Samples_Botnet_Detection.pdf
http://www.damballa.com/downloads/r_pubs/WP_Malware_Samples_Botnet_Detection.pdf
http://www.ssi.gouv.fr/
http://www.enisa.europa.eu/
http://www.sans.org/
http://www.nist.org/
http://www.us-cert.gov/
http://www.certa.ssi.gouv.fr/

